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Privacy-first architecture: local collectors, local JSON files, browser-local analysis, and no server-side storage of imported assessment data in the current release.


Important Notice
	IdentityGuard is an assessment and prioritization aid
IdentityGuard does not replace professional security judgment, Microsoft support guidance, formal audit procedures, or an organization’s change-management process. Its score is a modeled posture indicator, not a certification, guarantee, or compliance attestation. Findings should be validated by an authorized administrator before remediation.



	Treat collector output as sensitive
Although IdentityGuard does not collect passwords, password hashes, authentication secrets, email content, documents, or user files, the JSON produced by a collector can contain identity names, UPNs, roles, application metadata, computer/account metadata, and security configuration information. Store collector files securely, limit access, and use the collector’s anonymization option when a real identity is not required.



How to Use This Manual
Start with the Quick Start section if you only need to run an assessment. Read the Security & Privacy section before using IdentityGuard with production identity data. The later chapters explain reporting, remediation, history, executive views, and audit evidence.
Contents
1. What IdentityGuard Is
2. Why Organizations Use IdentityGuard
3. Security & Privacy Architecture
4. What Data Is Collected and What Is Not
5. Requirements and Preparation
6. Quick Start
7. Microsoft Entra ID Assessment
8. Active Directory Assessment
9. Hybrid Identity Assessment
10. Understanding the Score, Findings, and Visuals
11. Reports and PDF Output
12. Remediation Playbooks
13. Remediation Tracker
14. Assessment History and Before/After Comparison
15. Exporting and Importing Assessment History
16. Executive / Management Mode
17. Audit & Evidence Pack
18. Recommended Operational Workflow
19. Security Best Practices for Using IdentityGuard
20. Product Limitations
21. Troubleshooting
22. Frequently Asked Questions
23. Glossary
Appendices A-B. Entra Permissions and Collector / Feature Matrix


1. What IdentityGuard Is
IdentityGuard is a privacy-focused identity security posture assessment platform for Microsoft Entra ID, on-premises Active Directory, and hybrid identity environments.
IdentityGuard combines local read-only collectors with browser-based analysis. It helps administrators and security teams identify identity risks, understand why they matter, prioritize remediation, track corrective work, demonstrate improvement over time, create management-ready summaries, and assemble audit evidence.
Core workflow
	Stage
	Purpose

	Collect
	Run the appropriate read-only collector locally.

	Import
	Import the generated JSON file into IdentityGuard in the browser.

	Assess
	IdentityGuard calculates posture scores and identifies findings.

	Prioritize
	Review severity, affected objects, score impact, and remediation guidance.

	Remediate
	Use the playbooks and tracker to plan and document corrective actions.

	Reassess
	Run the collector again after changes.

	Compare
	Use saved snapshots to measure before/after improvement.

	Communicate
	Use PDF, Executive Mode, and Audit & Evidence views for stakeholders.


Who it is for
Microsoft 365 / Entra administrators
Active Directory administrators
Identity and Access Management (IAM) teams
Security engineers and security operations teams
IT managers and infrastructure leaders
Internal audit, governance, and risk teams
Consultants performing authorized identity posture reviews
Organizations that want evidence of security improvement without uploading identity data to a third-party assessment service
2. Why Organizations Use IdentityGuard
	Benefit
	How IdentityGuard Helps

	Find hidden identity risk
	Surface issues across privilege, MFA, Conditional Access, account lifecycle, service identities, application permissions, AD hygiene, and hybrid identity.

	Prioritize instead of guessing
	Findings include severity, affected count, modeled score impact, risk explanation, and remediation guidance.

	Correlate cloud and on-premises identity
	Hybrid mode correlates Entra and AD identities to highlight privilege, authentication, lifecycle, and service-account issues that are difficult to see from one directory alone.

	Prove improvement
	Save snapshots before and after remediation and compare score, severity counts, category scores, and resolved/new/persistent findings.

	Turn findings into work
	The remediation tracker adds status, owner, target date, notes, and evidence.

	Communicate to leadership
	Executive Mode converts technical findings into a management summary, top priorities, trend, projected improvement, and remediation progress.

	Support audit and governance
	Audit & Evidence Pack consolidates scope, collector completeness, accepted risk, resolved evidence, methodology, sign-off, and before/after evidence.

	Keep data local
	The current architecture analyzes imported data in the browser and does not send the imported identity dataset to a server.


	Example business outcome
An organization can run a baseline assessment, remediate the highest-priority identity risks, save a follow-up snapshot, and then provide management or audit with a measurable before/after record showing the security score change, reduced critical/high findings, remediation ownership, and evidence.



3. Security & Privacy Architecture
IdentityGuard was designed so that identity data can be assessed without requiring the organization to upload its raw directory data to a hosted assessment backend.
Current architecture
Collector runs locally: The Entra and AD collectors run on an authorized administrator’s computer.
JSON remains local: The collector writes a JSON assessment file to the local computer.
Browser-local processing: The user selects the JSON file in IdentityGuard; analysis is performed in the browser.
No current server-side identity-data storage: Imported assessment data is not uploaded to or stored in an IdentityGuard server-side database in the current release.
Browser localStorage for summaries: History, remediation tracking, and sign-off data are stored in the browser’s localStorage. These features store summary/tracking information rather than the raw imported identity dataset.
Is it secure to use?
IdentityGuard is designed to reduce exposure compared with cloud assessment models that require uploading directory exports. However, no security tool should be described as risk-free. Its safe use depends on authorized access, secure handling of collector output, trusted endpoints, least-privilege operational practices, and protection of the browser profile used for local history and remediation notes.
Security controls and privacy characteristics
	Control / Characteristic
	What It Means

	Read-oriented collectors
	Collectors request read/list access and are designed not to modify Entra or AD objects.

	Interactive Graph authentication
	The Entra collector signs in interactively. Access tokens are used for the session and are not written into the exported JSON.

	No passwords or hashes
	Collectors do not export passwords, password hashes, or Kerberos key material.

	No user content
	Collectors do not collect email bodies, Teams messages, OneDrive/SharePoint document content, or user files.

	No secret values
	Application credential metadata may be assessed, but secret values and certificate private keys are not exported.

	Anonymization option
	The Entra and AD collectors can produce anonymized output for demos or less-sensitive sharing.

	Summary-only portable packages
	Assessment history packages and Audit & Evidence Pack exports are designed to contain summary data and evidence, not the raw identity dataset.


	Important browser-local data warning
Browser-local history and remediation records are only as secure as the browser profile and workstation that stores them. Avoid using a shared kiosk, shared browser profile, or unmanaged endpoint. Clear local history/tracker/sign-off data before handing a workstation to another user.



4. What Data Is Collected and What Is Not
Microsoft Entra ID collector
User account status and type
Sign-in age when available
MFA registration state when available
Active / activated / eligible privileged role data
Group-based privileged role expansion when readable
Conditional Access policy posture, targeting, exclusions, grant controls, risk/device conditions, and enforcement state
Application registrations and enterprise application/service-principal metadata
Configured and granted application permissions
Delegated OAuth grants and tenant-wide consent indicators
Application ownership
Client secret / certificate metadata such as age and expiration (not secret values)
Active Directory collector
Enabled/disabled user state
Last logon age
Password age and selected password-account flags
Kerberos preauthentication exceptions
Unconstrained delegation indicators
Service-account heuristics
Membership in common privileged groups
Computer account activity and machine-password age
Default domain password and lockout policy
Basic domain / forest metadata
What IdentityGuard does not collect
Passwords or password hashes
Authentication secret values
Kerberos keys
Microsoft Graph access tokens in the JSON output
Email bodies
Teams message content
OneDrive or SharePoint file content
User documents or arbitrary user files
Certificate private keys
	Collector JSON can still be sensitive
Names, UPNs, role assignments, application names, account status, and security configuration data can be valuable to an attacker. Treat collector files as confidential security artifacts even though they do not contain passwords or document content.



5. Requirements and Preparation
For Microsoft Entra ID assessment
Windows PowerShell 5.1 or PowerShell 7+
Microsoft.Graph.Authentication PowerShell module
An authorized Microsoft Entra account
Sufficient directory role / Graph authorization to read the data being assessed
Ability to grant or obtain consent for the requested read scopes
Install-Module Microsoft.Graph.Authentication -Scope CurrentUser
For Active Directory assessment
A domain-connected or appropriately connected Windows computer
ActiveDirectory PowerShell module / RSAT
An account authorized to read directory information
Network access to the domain controllers needed for the query
Before collecting production data
1.  Confirm you are authorized to assess the tenant/domain.
2.  Download the collector only from the trusted IdentityGuard site or your controlled internal copy.
3.  Run the collector from a managed workstation.
4.  Choose a secure folder for the generated JSON file.
5.  If you only need a demo or portfolio example, use anonymization instead of real identities.
6.  Do not email raw collector JSON unless your organization permits it and you use an approved secure channel.
6. Quick Start
	IdentityGuard URL
Open https://labs.snehashispriyabarua.com/identityguard/ in a modern browser.



Fastest way to understand the product
1.  Open IdentityGuard.
2.  Use Load Demo Assessment to see the dashboard with synthetic data.
3.  Review the score, severity counts, category scores, findings, visual reporting, and remediation playbooks.
4.  Use New Assessment to clear the demo.
5.  Download the appropriate collector.
6.  Run the collector locally and generate JSON.
7.  Import the JSON into IdentityGuard.
8.  For Hybrid assessment, select both Entra JSON and AD JSON, then run Hybrid Assessment.
Recommended first production workflow
1.  Run a baseline assessment.
2.  Save Snapshot.
3.  Review Critical and High findings first.
4.  Open Remediation Playbook & Evidence for each priority finding.
5.  Assign owners and target dates in Remediation Tracking.
6.  Remediate using approved change procedures.
7.  Run the collector again.
8.  Save a follow-up snapshot.
9.  Use History to compare Baseline vs Follow-up.
10.  Use Executive Mode for leadership and Audit & Evidence for governance/audit documentation.
7. Microsoft Entra ID Assessment
Download the collector
1.  Open IdentityGuard.
2.  Choose Download Entra Collector V0.4.
3.  Extract the ZIP to a trusted local folder.
4.  Read the included README and Quick Start files.
Run the collector
.\IdentityGuard-Entra-Collector-V0.4.ps1
If PowerShell execution policy prevents the script from running, follow your organization’s approved PowerShell execution policy process. Do not disable security controls globally simply to run the collector.
Optional anonymized collection
.\IdentityGuard-Entra-Collector-V0.4.ps1 -Anonymize
Requested delegated Graph permissions
User.Read.All
AuditLog.Read.All
RoleManagement.Read.Directory
Policy.Read.All
Application.Read.All
Directory.Read.All
GroupMember.Read.All
These permissions provide broad read visibility into identity posture. Some APIs also require the signed-in administrator to hold a supported Microsoft Entra directory role. If protected information cannot be read, the collector records warnings and IdentityGuard can display collection-completeness gaps rather than inventing results.
Import and assess
1.  Return to IdentityGuard.
2.  Use the Entra / Import Data area.
3.  Select the generated JSON file.
4.  Wait for the dashboard to render.
5.  Review score, findings, visuals, playbooks, Executive Mode, and Audit & Evidence as needed.
8. Active Directory Assessment
Download and run the AD collector
1.  Open IdentityGuard.
2.  Choose Download AD Collector.
3.  Extract the collector on an authorized Windows system with the ActiveDirectory module available.
4.  Run the PowerShell collector using an authorized account.
5.  Store the generated JSON securely.
What the AD assessment emphasizes
Privileged group membership and privilege concentration
Dormant privileged users
Password-never-expires and password-not-required conditions
Kerberos preauthentication exceptions
Unconstrained delegation
Stale enabled user accounts
Service-account credential age
Inactive computer accounts
Old machine passwords
Domain password / lockout policy indicators
Import and assess
1.  Open IdentityGuard.
2.  Choose the AD assessment/import path.
3.  Select the AD collector JSON.
4.  Review the AD-specific score categories and findings.
9. Hybrid Identity Assessment
Hybrid assessment is most valuable when the same identities exist in both Active Directory and Microsoft Entra ID.
How matching works
IdentityGuard primarily correlates identities using normalized user principal names (UPNs). Matching quality therefore depends on the identifiers present in both datasets.
Run Hybrid Assessment
1.  Generate a current Entra JSON file.
2.  Generate a current AD JSON file.
3.  Open IdentityGuard and go to the Hybrid assessment section.
4.  Select the Entra JSON file.
5.  Select the AD JSON file.
6.  Choose Run Hybrid Assessment.
7.  IdentityGuard correlates the datasets in the browser and displays the unified results.
Examples of hybrid findings
Privileged identity spans both AD and Entra
AD privileged identity lacks Entra MFA
AD privileged identity is not fully protected by intended Conditional Access posture
Enabled/disabled lifecycle mismatch
Stale on-prem identity remains active in cloud
Stale cloud identity remains active on-premises
Service-account exposure across environments
Password-never-expires identity also holds cloud privilege
Kerberos preauthentication exception mapped to an active cloud identity
	Hybrid results are correlation-based
A match indicates that IdentityGuard found corresponding identity records using available identifiers. It does not replace authoritative identity lifecycle or synchronization diagnostics.



10. Understanding the Score, Findings, and Visuals
Overall score
	Score
	Rating
	Interpretation

	90-100
	Strong
	Good posture under the current IdentityGuard rules; continue governance and periodic reassessment.

	80-89
	Good
	Generally sound, with improvement opportunities.

	70-79
	Moderate Risk
	Material weaknesses should be prioritized.

	60-69
	High Risk
	Significant control gaps require focused remediation.

	Below 60
	Critical Risk
	Multiple severe weaknesses or major posture gaps are present.


Projected score after remediation
IdentityGuard estimates a projected score after addressing the top modeled remediation items. This is a planning aid, not a guarantee. The actual score after remediation depends on what changes were made and what the next collector run observes.
Finding severity
Critical — Conditions with potentially broad identity/security impact requiring urgent validation and prioritization.
High — Important weaknesses that should be remediated on a defined near-term plan.
Medium — Material governance or hygiene issues that should be scheduled and tracked.
Low — Improvement opportunities or control-review signals with lower modeled impact.
Visual reporting
Severity distribution
Current vs projected score
Category posture bars
Environment snapshot
Automatic context for Entra, AD, or Hybrid assessment type
11. Reports and PDF Output
Download PDF Report
The main PDF report includes the score, assessment type, severity counts, projected score, executive summary, category scores, top risks, detailed findings, remediation guidance, playbook information, tracking status, and verification guidance.
1.  Run an assessment.
2.  Choose Download PDF Report.
3.  Store the PDF in an approved location.
4.  Review the report before distributing it outside the security/IT team.
Print
The Print function provides a browser print path for users who prefer printing or saving through the browser’s print dialog.
	Report sensitivity
A PDF may include finding titles, severity, affected counts, tracker owners, notes, and remediation evidence. Treat it as a security document even though raw identity records are not embedded.



12. Remediation Playbooks
Each finding can be expanded using Remediation Playbook & Evidence. The playbook is designed to turn a technical finding into a practical remediation sequence.
What a playbook contains
Why the finding triggered
Affected-object count
Severity and modeled score impact
Recommended remediation sequence
Verification instructions
Guidance to rerun the collector and confirm the finding is cleared or reduced
How to use a playbook
1.  Open a Detailed Finding.
2.  Expand Remediation Playbook & Evidence.
3.  Validate the trigger against the authoritative source environment.
4.  Review the recommended sequence.
5.  Use your organization’s change-management procedure before making changes.
6.  After remediation, rerun the collector and reassess.
13. Remediation Tracker
Purpose
The Remediation Tracker converts findings into managed work items. Tracking data is stored in the browser’s localStorage in the current release.
Available statuses
Open
In Progress
Accepted Risk
Resolved
Tracking fields
Owner
Target Date
Notes / Decision
Remediation Evidence
Last updated time
Recommended use
1.  Open the finding.
2.  Expand Remediation Tracking.
3.  Assign an owner.
4.  Set a realistic target date.
5.  Record the remediation approach or risk-acceptance rationale.
6.  When remediation is complete, add evidence such as test result, change/ticket reference, or verification summary.
7.  Set status to Resolved only after validation.
	Accepted Risk is not the same as Resolved
Accepted Risk means management has chosen to retain the condition based on business context and risk tolerance. Record a clear rationale, owner, and review date. Do not use Accepted Risk simply to reduce the appearance of open work.



14. Assessment History and Before/After Comparison
Save Snapshot
Save Snapshot stores an assessment summary in the current browser. It does not save the full raw imported Entra/AD dataset.
What history stores
Assessment date/time
Assessment type
Score and projected score
Severity counts
Category scores
Selected scope metrics
Finding titles / summary fields used for comparison
Compare assessments
1.  Run and save a baseline assessment.
2.  Perform remediation.
3.  Run and save a follow-up assessment.
4.  Open History.
5.  Select the baseline and follow-up snapshots.
6.  Choose Compare Assessments.
Comparison output
Security score change
Critical finding change
High finding change
Total finding change
Category score changes
Resolved finding types
New finding types
Persistent finding types
15. Exporting and Importing Assessment History
IdentityGuard V0.9+ can export saved assessment summaries to a portable JSON package and import them into another browser/computer.
Export History
1.  Open History.
2.  Choose Export History to export all saved summary snapshots, or use Export on an individual snapshot.
3.  Store the JSON package in an approved location.
Import Package
1.  Open History on the destination browser/computer.
2.  Choose Import Package.
3.  Select a compatible IdentityGuard assessment-history JSON package.
4.  IdentityGuard validates the package schema/version before merging it into local history.
Portable history packages are summary-only by design. They do not include the original raw identity collector JSON.
16. Executive / Management Mode
Executive Mode translates technical identity posture into leadership language. It is intended for CIO/CISO/IT leadership, management briefings, steering committees, and decision-makers who do not need every technical detail.
Executive Mode shows
Overall security score and rating
Critical and High risk counts
Projected post-remediation score
Remediation progress
Top leadership priorities
Latest comparable posture trend
Identity environment scope
Recommended management actions
Executive outputs
Copy Executive Summary — copies a leadership-ready text summary.
Print Executive Brief — prints only the executive-oriented view.
How leadership can benefit
The executive view helps leadership decide where to allocate staff, how urgently to address identity weaknesses, whether posture is improving, and whether remediation work is being completed or formally accepted.
17. Audit & Evidence Pack
Audit & Evidence Pack consolidates technical assessment results, collection completeness, remediation evidence, accepted risk, before/after trend, methodology, limitations, and sign-off information into a review-oriented format.
Evidence Readiness
IdentityGuard calculates an evidence-readiness indicator using available collector completeness information and remediation evidence. It is an internal preparation indicator, not an external audit opinion or certification.
Audit view includes
Assessment ID
Assessment type and scope
Security score and rating
Collector completeness / warnings where available
Findings with remediation status
Accepted Risk register
Resolved findings with evidence
Latest comparable before/after trend
Methodology and limitations
Prepared For / Prepared By / Reviewer / Review Date
Draft / Reviewed / Approved sign-off status
Sign-off notes
Audit outputs
Export Evidence Pack — summary-only JSON.
Download Audit PDF — audit-oriented PDF report.
Print Audit Brief — prints the audit view.
Sign-off guidance
1.  Complete Prepared For and Prepared By.
2.  Enter the reviewer/approver.
3.  Set the review date.
4.  Choose Draft, Reviewed, or Approved.
5.  Record approval conditions, exceptions, and follow-up requirements in Sign-off Notes.
6.  Save Sign-off.
	Local sign-off storage
Sign-off fields are stored locally in the current browser. If formal enterprise records are required, export the Audit PDF / Evidence Pack and place the approved record in the organization’s authorized document, ticketing, GRC, or records-management system.



18. Recommended Operational Workflow
Baseline
1.  Confirm authorization and scope.
2.  Run Entra and/or AD collectors.
3.  Run the appropriate assessment.
4.  Save Snapshot.
5.  Export the initial PDF if a baseline record is required.
Triage
1.  Review Critical findings first.
2.  Review High findings next.
3.  Validate each finding against the authoritative environment.
4.  Use the remediation playbook to determine a change plan.
5.  Assign owner and target date.
Remediate
1.  Use normal change-management procedures.
2.  Test report-only or staged security changes when appropriate.
3.  Record implementation notes.
4.  Attach or summarize remediation evidence in the tracker.
Reassess
1.  Run fresh collectors.
2.  Import and reassess.
3.  Save Snapshot.
4.  Compare baseline vs follow-up.
5.  Investigate any new or persistent Critical/High findings.
Communicate
1.  Use Executive Mode for management.
2.  Use Audit & Evidence Pack for governance/audit.
3.  Export summary packages only when raw collector data is not required.
19. Security Best Practices for Using IdentityGuard
Run collectors only in environments you are authorized to assess.
Use managed administrator workstations whenever possible.
Protect raw collector JSON as confidential security data.
Delete temporary collector files when no longer needed, subject to your retention policy.
Use -Anonymize for demonstrations, portfolio screenshots, training, or troubleshooting where real identity names are unnecessary.
Do not place raw collector JSON in public cloud storage, public GitHub repositories, or unsecured email.
Use a dedicated browser profile for security assessment work if the workstation is shared with other users.
Clear local IdentityGuard history/tracker/sign-off data before handing off or repurposing a workstation.
Validate Critical/High findings before making production changes.
Use report-only / staged deployment for Conditional Access changes where appropriate.
Record approved risk exceptions; do not silently suppress them.
Use an approved enterprise system for long-term governance records when required; browser localStorage is convenient but is not a substitute for enterprise records management.
20. Product Limitations
	Area
	Current Limitation

	Conditional Access
	IdentityGuard performs policy-posture analysis. It does not reproduce Microsoft’s complete per-sign-in Conditional Access evaluation engine.

	PIM / protected APIs
	Completeness depends on the signed-in administrator having access to the relevant role-management APIs.

	Group privilege
	Group-based privilege expansion depends on membership visibility; hidden membership or inaccessible groups can reduce completeness.

	Application permissions
	The collector can assess configured/granted permissions and delegated consent where readable, but recently changed Graph grants can be subject to replication delay.

	AD service accounts
	Service-account classification is heuristic; validate with authoritative application/account ownership information.

	AD permissions / ACLs
	The current AD collector does not perform comprehensive OU ACL or delegated-permission analysis.

	Fine-grained password policies
	The current AD collector focuses on the default domain policy and does not fully assess every fine-grained password policy.

	Event analytics
	The current AD collector does not perform full authentication/event-log behavioral analytics.

	History
	Browser history is local to the current browser/profile unless exported and imported.

	Audit readiness
	Evidence Readiness is an internal preparation indicator, not an auditor’s opinion or external compliance attestation.


21. Troubleshooting
Collector will not run
Confirm PowerShell prerequisites and your organization’s execution policy. Do not globally weaken endpoint protections.
Graph sign-in succeeds but some data is missing
The signed-in account may not have the required directory role/API access. Review collector warnings and Audit & Evidence completeness.
MFA or sign-in data shows incomplete
The relevant reports API may not be readable by the account/tenant configuration. Treat the missing information as an evidence gap.
AD collector cannot query the domain
Confirm RSAT/ActiveDirectory module, domain connectivity, DNS, and account authorization.
Hybrid assessment produces few matches
Check UPN consistency between Entra and AD data and verify both collector files are current.
Playbooks or tracker do not appear
Confirm the footer shows IdentityGuard V1.2, then hard-refresh with Ctrl+F5.
History is missing on another computer
History is browser-local. Export History on the original browser and Import Package on the destination.
Executive trend says no history
Save at least one comparable assessment snapshot for the same assessment type.
PDF contains no new tracker data
Save remediation tracking updates before generating the PDF.
Audit readiness is low
Review collection completeness, add remediation evidence, document accepted risk rationale, and save sign-off information.
22. Frequently Asked Questions
Does IdentityGuard change my Entra ID or Active Directory environment?
The collectors are designed for read-only assessment and the web application does not perform remediation actions against your tenant/domain. Remediation is performed separately through your organization’s normal administrative tools and change process.
Does IdentityGuard upload my JSON to a server?
In the current release, assessment analysis is performed in the browser and imported raw identity data is not stored in a server-side IdentityGuard database.
Can IdentityGuard see my passwords?
No. The collectors do not export passwords or password hashes.
Can it read my email or documents?
No. The collectors are not designed to collect email body content, Teams messages, OneDrive/SharePoint documents, or user files.
Why does the Entra collector request broad read permissions?
Identity posture spans users, audit/sign-in data, roles, policies, applications, consent, and group membership. IdentityGuard needs read visibility into those areas to assess risk. Use an authorized account and review your organization’s consent requirements.
Is the score a compliance score?
No. It is a modeled IdentityGuard posture score used to prioritize security work.
Can I use IdentityGuard for an external audit?
It can help prepare evidence and document remediation, but it does not replace an auditor or constitute an attestation.
What happens if I close my browser?
The active raw imported dataset is no longer in the page session, but local history, tracker, and sign-off information remain in browser localStorage until cleared.
Can I move my history to another computer?
Yes. Use Export History and Import Package.
Can I use the tool for a demo without exposing real names?
Yes. Use the collector anonymization option and synthetic demo data.
23. Glossary
	Term
	Definition

	Accepted Risk
	A known condition that management has chosen to retain based on documented business context and risk tolerance.

	Active Directory (AD)
	Microsoft’s on-premises directory service used for identity, authentication, and domain management.

	Conditional Access
	Microsoft Entra policy controls that evaluate access conditions and grant/block requirements.

	Entra ID
	Microsoft’s cloud identity and access management platform, formerly Azure Active Directory.

	Evidence Readiness
	IdentityGuard’s internal indicator of collection completeness and remediation documentation readiness.

	Hybrid Identity
	An environment where identities are represented across on-premises Active Directory and Microsoft Entra ID.

	MFA
	Multi-factor authentication.

	PIM
	Privileged Identity Management; Microsoft Entra capabilities for eligible, activated, and time-bound privileged access.

	Projected Score
	A modeled estimate of potential score after addressing top remediation items.

	Remediation Evidence
	A verification note, ticket/change reference, test result, or other proof used to support closure.

	Snapshot
	A saved summary of an IdentityGuard assessment used for historical comparison.

	UPN
	User Principal Name, commonly used as a sign-in identifier and hybrid matching key.


Appendix A. Entra Collector Permissions
	Delegated permission
	Purpose in IdentityGuard

	User.Read.All
	Reads user directory objects needed for identity posture analysis.

	AuditLog.Read.All
	Reads audit/sign-in related information where available.

	RoleManagement.Read.Directory
	Reads Microsoft Entra directory role-management information.

	Policy.Read.All
	Reads policy configuration, including Conditional Access posture.

	Application.Read.All
	Reads application registration and service-principal information.

	Directory.Read.All
	Provides delegated read access needed for some directory/consent grant enumeration.

	GroupMember.Read.All
	Reads group membership for group-based privilege expansion.


	Permission principle
These are broad read permissions because IdentityGuard assesses multiple identity-security domains. Run the collector only with explicit authorization and follow your organization’s administrative-consent and privileged-access policies.



Appendix B. Collector / Feature Matrix
	Capability
	Entra
	AD
	Hybrid

	User/account posture
	Yes
	Yes
	Yes

	Privileged access
	Yes
	Yes
	Correlated

	MFA registration
	Yes
	No
	Entra + correlation

	PIM eligible/activated roles
	Yes
	No
	Entra + correlation

	Conditional Access posture
	Yes
	No
	Entra + correlation

	Application permissions / consent
	Yes
	No
	Entra

	Password-account flags
	No
	Yes
	AD + correlation

	Kerberos preauthentication
	No
	Yes
	AD + correlation

	Unconstrained delegation
	No
	Yes
	AD

	Computer account hygiene
	No
	Yes
	AD

	Hybrid lifecycle mismatch
	No
	No
	Yes

	PDF reporting
	Yes
	Yes
	Yes

	Remediation playbooks
	Yes
	Yes
	Yes

	History / comparison
	Yes
	Yes
	Yes

	Executive Mode
	Yes
	Yes
	Yes

	Audit & Evidence Pack
	Yes
	Yes
	Yes


Recommended support information
When troubleshooting, record the IdentityGuard version, collector version, assessment type, browser, the exact error message, and whether the issue occurs with demo data or only with a production collector file. Do not send raw production JSON unless a secure and authorized support process is available.
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